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1.  Overview
This protocol is used for external applications (SMS Server) to control the DWG sending and
receiving SMS/USSD. Protocol is carried over TCP with a request / response way.

2. Message
The message is composed of two parts (head and body).
The head is shown as below
Length | 4 byte Length of body
ID 16 byte | MAC(8 byte last 2 byte not used)+Time(4byte)+Serial-No(4byte)
Type 2 byte | Type will be introduced later
Flag 2 byte not used
Example,
offset  data
0000
0010 0001 00000001000131353038
0020 38383839 3939 39 0000 00 000000000000
0030 00 000000000800 31003200330034

IS ID.
00 01 02 03 04 05 is MAC,
00 00 used to padding
1f 5¢ b8 18 is Time
00 00 00 06 is Serial-No
0001 Message Type
00 00 Flag

3. SMS Connection
1. Make sure the configuration of DWG is correct. The SMS Server must listen to the
DWG. Once TCP connection is established, DWG will send Status message to SMS
Server.
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2. Every time the status of DWG changed, Status message is send to SMS Server
3. Status message

Type 0x07
Body is Variable,
Count of Ports 1 byte Determine how many record below
Port 0 1 byte 0, works
1, no SIM card inserted
2, not registered
3, unavailable
Port 1 1 byte The same as above

4. Response to Status message
SMS Server needs to send a response to Status message

Type  0x08
Body
Result 1 byte 0, succeed
1 fail
5. Example

offset  data

0000 00000009 00 00 0d 2e 3f fd

0010 00000002000700000=00000201010101

0020 01

00 00 00 09 Length of body is 9

00 07 Type is 0x07, it is a Status Message

00 00 work

02 not registered

0101010101 no SIM card inserted
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4. Keepalive

1. Keepalive message is sent by SMS Server first, and DWG will send back a keepalive
message. SMS server manages all connection stuff including the interval of sending
keepalive message and the strategy of disconnection.

2. Keepalive message
Type 0x00
Body is empty

3. Example
offset  data
0000 00 01 02 03 04 05 00 00 Od 2e 3f ff
0010 00 0000 03 00 00 00 00
00 00 Type is 0x00

5.  Send SMS

1. SMS Server sends a Send SMS Request to DWG, DWG will give a response to that
request. After completing the process, DWG will send a Send SMS Result to SMS
Server. Also, SMS Server sends a response to that result.

2. Send SMS Request:

Type 0x01
Body
Port 1 byte 255 for any port
Encoding 1 byte 0, ASCII
1, UNICODE
Type 1 byte 0,SMS
1,MMS(Not Implemented)
Count of Number | 1 byte No more than 100
Number Characters, 24byte
Content Length 2 byte No more than 670
SMS Content Characters
3.  Response to Send SMS Reques:
Type  0x02
Body
Result 1 byte 0, succeed
1, fail
2,timeout

3,bad request
4, port unavailable
5, partial succeed
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‘ 255, other error

4. Send SMS Result

Type:0x03
Body
Count of Number | 1 byte Determine how many record
below
Number 24 byte Characters
Port 1 byte
Result 1 byte 0, succeed
1, fail
2,timeout
3,bad request
4, port unavailable
5, partial succeed
255, other error
Count of slice 1 byte A long message will be sliced
to several SMS
Succeeded slices | 1 byte

Ps: The length of this body is variable.

5.  Response to Send SMS Result

Type 0x04
Body
Result 1 byte 0, succeed
1, fail
6. Example

In this Example, A SMS is sent t015088889999 with message “1234”

offset  data

0000 0001 02 0304 050000 1f 5¢c b8 18
0010 000000 06 0001000000 010001

0020

0030 000800 310032003300 34
0001 Type

00 port 0

01 UNICODE

00 SMS

00 08 Message length
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0031 003200330034 1234 in Unicode encoding

Response from DWG
0000 0000000100 01020304 050000 1f5ch8 18
0010 00 00 00 06 00 02 00 00 00

Send Result

0000 000000 1d 00 01 02 03 04 05 00 00 1f5c b8 18
0010 000000 06 00 03 00 00 01 31 3530 38 3838 38
0020 393939 39 00 00 00 00 00 00 00 00 00 00 00 00
0030 0000000101

Response to Result
0000 0000000100 01020304 050000 1f5ch8 18
0010 00 00 00 06 00 04 00 00 00

6. Receive SMS
1. DWG will send a Receive SMS Message to SMS Server Once DWG receive a SMS.

Type 0x05
Body
Number Characters 24  byte
Type 1 byte 0, SMS
1, MMS(Not Implemented)
Port 1 byte
Timestamp Characters 15  byte Asstring like 20010320210256
Time zone 1 byte -12 to +12
Encoding 1 byte 0, ASCII
1, UNICODE
Content length 2 byte
Content Characters
2. SMS send Response to Receive SMS Message
Type  0x06
Body
Result 1 byte 0, succeed
1, fail
Example

In this example, DWG received a SMS from 8615088889999 with content “abcd”
Receive SMS Message
0000 00 01 02 03 04 05 00 00 0d 2e 40 af
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0010 00 0000 2d 00 05 00 00

0020

0030 000032 30313130353236313730313038
0040 0008 00 00 04 61 62 63 64

00 05 Type

323031313035323631373031303800
Timestamp 2011.05.26. 17:01:08

00 Encoding is ASCII
00 04 Length of SMS is 4
61 62 63 64 Content is “abcd”

Response to Receive SMS Message
0000 000000 010001020304 050000 0d 2e 40 af
0010 00 00 00 2d 00 06 00 00 00

7. Send USSD

1.

3.

Send USSD Request
Type  0x09
Body

Port 1 byte

Type 1 byte 1, Send
2, End session

Content length 2 byte

Content Characters Could be empty, ASCII

DWG sends a Response to Send USSD Request

Type 0x0A
Body
Result 1 byte 0, succeed
1, fail
2, timeout
3, bad request
4, port unavailable
255, other error
Example

Send USSD Request
0000 0001 02 0304 050000 1f 5d 14 a7
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0010 00000003 0009000000 0100052a313030
0020 23
01 Send USSD
00 05 Content length is 5

2231303023 Contentis “*100#”

Response
0000 0000000100010203040500001f5d14a7
0010 0000000300 0a000000

8. Receive USSD
1. DWG will send a Receive USSD Message to SMS Server, once DWG receives a USSD.

Type 0x0B
body
Port 1 byte
Status 1 byte 0,No further user action required

1, Further user action required
2,USSD terminated by network
4, Operation not supported

Content Length | 2 byte

Encoding 1 byte 0, ASCII
1, UNICODE
Content Characters Could be empty

2. SMS Server sends a response to Receive USSD Message

Type 0x0C
body
result 1 byte 0, succeed
1, fail
Example
0000 0001 02 0304 050000 0d 1f 96 bl

0010 000000 06 00 0b 000000 010071013170 6f
0020 7b 3c 9ad8 9a d8 63 02 0a 32 57 28 7e bf 6e 38
0030 62 0f 0a 33 4e Ob 66 Oe 66 1f 5e 94 75 28 8d 62
0040 495041 44 0a 34 66 5a 95 f4 65 b0 95 fb 0a 35
0050 66 1f5e a7 4e 1353 3a0a 36 72 31 57 28 6d f1
0060 723165 f662hd8eab0a3780al796867e5
0070 8be20a 38 4fe95c0f 7f8e 59 73 4e 3a 62 11
0080 81315149625367h60a397ffh 9875
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01 Fruther-user action required means you can send more message follow by
the message
0071 length is 0x71
01 Encoding is UNICODE

The following data is USSD content in UNICODE.

Response
0000 0000000100010203040500000d1f96 b1
0010 000000060006 312d00

Appendix

1. Message Type

Type Function Direction

0x00 Keepalive message DWG 3& SMS Server
0x01 Send SMS Request SMS Server & DWG
0x02 Response to Send SMS Request DWG & SMS Server
0x03 Send SMS Result DWG &aSMS Server
0x04 Response to Send SMS Result SMS Server aDWG
0x05 Receive SMS Message DWG &aSMS Server
0x06 Response to Receive SMS Message SMS Server aDWG
0x07 Send SMS Request DWG &aSMS Server
0x08 Response to Send SMS Request SMS Server aDWG
0x09 Send USSD Request SMS Server & DWG
O0x0A Response to Send USSD Request DWG & SMS Server
0x0B Receive USSD Message DWG & SMS Server
0x0C Response to Receive USSD Message SMS Server & DWG




